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Context Many E-services, such as business processes and commercial transactions, are modelled as workflows. A workflow specifies a collection of tasks and
the causal relationships among them. Security-aware workflows are additionally
required to satisfy authorization requirements such as assigning users some permissions to execute tasks (e.g. according to a pre-defined access control policy)
or Separation of Duty (SoD) constraints, i.e. two tasks have to be executed by
different users.
The Workflow Satisfiability Problem (WSP) consists of checking if there
exists an assignment of users to tasks such that a security-aware workflow successfully terminates while satisfying all authorization constraints. Such a problem has been studied in several papers ; see, e.g., [6], [2]. The runtime version
of the WSP consists of answering sequences of user requests at execution time
and ensuring successful termination together with satisfaction of authorization
constraints.
To address these problems, we propose a methodology based on the use of
Satisfiability Modulo Theories (SMT) techniques, which have been shown quite
effective when used as back-end engines in several verification tools (see, e.g.,
[1]). In [4] we describe a general framework of security-aware workflows and we
study the verification of reachability properties of such systems. Let W be the
state transition system describing the workflow together with the authorization
constraints, and G be the set of states characterizing successful termination of
W. Our approach consists of computing the set R(W,G) of states from which it
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is possible to reach a state in G, given a finite but arbitrary number of users. Our
verification technique, based on symbolic backward reachability, either detects
that there is a sequence of transitions from the initial state to one in G (and
it returns a concrete successfull configuration) or, on the contrary, it concludes
that no such sequence of transitions exists (regardless of the number of users).
For the run-time version, the formula R(W,G) is instantiated with the set
U of users that are active in a particular instance of the workflow. Then, the
formula is fed to an SMT solver that can act as a monitor solving the run-time
version of the WSP for the particular instance of the workflow. An example of
runtime monitoring can be found in [5].
Goals : The student will start by learning the basic notions of (securityaware) workflow systems and their specification (see the Background section in
the bibliography).
Then, taking [4] and [5] as a basis, the student will focus on a restricted (but
application relevant) class of workflows in order to develop and test efficient
verification procedures, both statically and at runtime.
At a later stage, it would be interesting to integrate in our approach the analysis of workflow systems dealing with data (such as user identifiers or amounts
of money) or taking into consideration risk values associated to the execution
of tasks.
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